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Abstract
End-to-end autonomous driving systems (E2E ADSs) achieve state-
of-the-art driving performance and increasingly replace conven-
tional modular driving pipelines. These systems optimize multiple
transformer modules (e.g., MapFormer and MotionFormer) jointly
through a shared latent space to process sensor data and output plan-
ning trajectories. This shared architecture fundamentally changes
the attack surface compared to conventional ADSs. However, it
remains largely unexplored how manipulation of raw sensor inputs
propagates through the latent space to induce unsafe trajectories,
and whether decoded observable outputs provide reliable anomaly
signals for attack detection.

In this paper, we introduce JANUS, an adversarial framework
that abstracts recent E2E ADSs into a unified model, investigates
how attacks can manipulate shared latent representations to induce
unsafe planning, and examineswhether decoded observable outputs
can support consistency-based detection. To achieve these goals, we
first formulate a joint objective function that generates input per-
turbations or patches to force planning failures. We then introduce
constraints within this function to maintain the decoded outputs
close to their clean states. Lastly, we adapt principles from existing
consistency-based defenses for E2E ADSs to assess whether they
can detect attacks generated with and without these constraints.
We use the JANUS framework to evaluate three recent E2E ADSs
(GenAD, VAD, and UniAD) on the nuScenes dataset. JANUS forces
severe planning failures: it increases the baseline collision rate by
a factor of 15 (up to 49.8%) and the off-road rate by a factor of 90
(up to 13.8%). Crucially, it achieves these failures while limiting
the relative degradation in detection and map scores to below 20%,

This work is licensed under a Creative Commons Attribution 4.0 International License.
CCS ’26, The Hague, Netherlands
© 2026 Copyright held by the owner/author(s).
ACM ISBN 979-8-4007-2871-6/2026/11
https://doi.org/10.1145/3830454.3846795

substantially weakening the observable signals used by consistency-
based defenses. Through this effort, we provide a framework for
systematically analyzing shared-latent vulnerabilities in E2E ADSs
and informing the design of more robust defenses.
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1 Introduction
Traditional Autonomous Driving Systems (ADS) decompose vehi-
cle operation into sequential sub-modules, specifically perception,
localization, and planning, as illustrated in Figure 1 (top) [1, 25, 35].
These modules communicate via observable interfaces, such as
bounding boxes and occupancy grids. For instance, the percep-
tion unit transmits a list of detected objects to the prediction mod-
ule. This modular structure, however, could result in information
loss and error propagation between components [36]. For example,
when the perception module misses or mislocalizes a nearby vehicle
due to sensor noise or occlusion, the prediction module will extrap-
olate trajectories from incomplete observations, and the planner
may then commit to an unsafe maneuver (e.g., a lane change).
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Figure 1: (Top) Traditional Modular ADS: Modules are iso-
lated and communicate via explicit, human-readable inter-
faces (e.g., bounding boxes, trajectory waypoints). (Bottom)
End-to-End ADS: Perception and planning are integrated
into a unified framework. Information propagates via high-
dimensional latent space features (red dashed arrows).

Recently, both academia (e.g., VAD [9] and UniAD [6]) and in-
dustry (e.g., Waymo [29] and Tesla [24]) have shown a growing
interest in End-to-End (E2E) ADS. Figure 1 (bottom) abstracts the
E2E ADS pipeline: unlike traditional modular stacks, E2E ADSs do
not route planning through decoded observable representations
(e.g., bounding boxes, lane boundaries). Instead, they encode raw
sensor inputs into a shared latent state and task-level states. The
planning head then uses these states to predict the final trajectory.

A key component of E2E ADSs is the Bird’s Eye View (BEV)
encoder, which aggregates multi-view camera inputs into a shared
latent representation [12, 32, 39]. Built on this BEV space, models
often include task heads such as MapTR [13] (map prediction) and
AgentFormer [34] (motion estimation), alongside a planning head
that outputs the final trajectory. Sharing BEV features across these
heads enables joint training rather than isolated optimization.

Recent E2E ADSs, such as UniAD [6] and VAD [9], share a BEV
latent-space backbone but differ in how they parameterize and
couple mapping, motion forecasting, and planning (e.g., via task-
specific heads and training objectives) while still producing the
final trajectory from latent features.

Extensive research exists on adversarial attacks against tradi-
tional modular ADS pipelines [2, 3, 15, 26, 36]. In these systems,
attacks exploit the observable representation between modules,
such as object detection/tracking [4, 18] or localization [23]. These
attacks aim to change object labels, displace bounding box positions,
or add/remove objects, ultimately causing the planner to crash. For
example, an adversarial patch on a vehicle causes the perception
module to output “no front vehicles”. This error propagates down-
stream: because the planner relies directly on the perception output,
it maintains its speed despite the obstacle.

E2E ADSs fundamentally change this attack surface. This is be-
cause the planner does not necessarily consume decoded observable
outputs as explicit inputs (although these systems may still decode

observable outputs from latent features, e.g., bounding boxes and
map elements). Instead, the final trajectory is produced from shared
latent features shaped by multi-view fusion, temporal reasoning,
and jointly trained task heads. Thus, corrupting an observable rep-
resentation is no longer sufficient to control the planned trajectory.
Attack strategies designed for modular pipelines therefore do not
directly transfer to E2E ADSs [7].

Existing research on adversarial attacks against E2E ADSs fol-
lows two primary directions. One line investigates module-wise
perturbations through noise injection into intermediate represen-
tations to identify vulnerabilities in the interaction among E2E
components [28, 37]. Another line evaluates E2E robustness under
sensor input perturbations to determine their impact on planning
results [10]. These studies demonstrate that E2E ADSs are vulnera-
ble to both latent space and input-level perturbations.

These approaches, however, possess two fundamental flaws that
prevent their assessment in practical deployments. Module-wise
studies are useful for the evaluation of interactions in latent space
among internal models; however, they require privileged access to
latent representations. This assumption makes the threat model
unrealistic for sensor-level adversaries, because a direct transfor-
mation from physical sensor inputs to the target latent space may
not exist. Input-level robustness studies are more realistic; however,
they optimize perturbations to cause trajectory degradation with-
out considering how they change the observable outputs (e.g., the
geometry of lane markings from MapTR and the object movement
behavior from AgentFormer).

Common to both approaches, an attack that ignores unified
observable model outputs enables existing consistency-based mon-
itors [17, 19, 31, 33] to identify these modifications and detect
planning attacks. These monitors use consistency between observ-
able outputs to flag inconsistencies. If an attack corrupts both the
planned trajectory and observable outputs, the monitor flags a con-
sistency violation (e.g., object motion does not follow object label).
In contrast, if observable outputs remain close to clean inference,
monitors lose their primary signal, and the planning output can
pass undetected. This leads to our central question:

How can a sensor-level adversary induce safety-critical planning
failures while keeping the decoded observable outputs close to their
clean states?

In this paper, we introduce JANUS, an adversarial framework for
analyzing planning failures in E2E ADSs. JANUS generates sensor-
level perturbations or patches that drive the planning head toward
safety-critical outcomes, such as collisions and off-road trajectories.
At the same time, it constrains decoded observable outputs, such
as object detections and map predictions, to remain close to their
clean states. This design allows us to test whether the shared latent
representation can be manipulated to produce unsafe plans without
comparable degradation in the observable outputs.

JANUS constrains the attack to a clean reference and optimizes a
unified objective that (i) pushes the planner toward unsafe trajecto-
ries (e.g., collision/off-road) while (ii) penalizes drift in observable
outputs relative to the clean inference. We then solve this objective
under input-space constraints, including digital ℓ𝑝 bounds and local-
ized patches. For patch attacks, we use sensitivity-based placement
to select regions that most strongly influence the planning output.
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We evaluate JANUS on three recent E2E ADSs, GenAD, VAD, and
UniAD, using the nuScenes dataset. JANUS substantially increases
safety-critical failures: the collision rate rises from 3.34% to 49.81%
on GenAD, from 8.50% to 30.68% on VAD, and from 5.1% to 17.1%
on UniAD. The off-road rate also increases, reaching 13.8%, 10.9%,
and 8.7% on the three models, respectively. Despite these failures,
JANUS keeps decoded observable outputs close to clean inference.
While the trajectory-deviation baseline degrades detection and
map quality by up to 42.9% and 42.0%, respectively, JANUS limits
the worst observed degradation to 17.5% and 16.6%. Our results
expose a safety-critical failure mode: current shared-latent E2E
ADSs can output unsafe trajectories even when their observable
outputs remain largely intact.

In summary, we make the following contributions:
• We formalize an observable-output-preserving threat model
for multi-task E2E ADSs. This model separates planning-
specific failures from a broad corruption of the shared rep-
resentation because it forces unsafe trajectories while the
observable outputs remain close to the clean inference.
• We design and develop JANUS, an adversarial framework
that realizes this threat model under input-space constraints.
It combines clean-reference anchoring, route-conditioned
safety objectives, and preservation constraints for bounded
digital perturbations and localized patches.
• We evaluate JANUS on GenAD, VAD, and UniAD with the
nuScenes dataset. JANUS substantially increases collision
and off-road rates while the observable output degradation
remains below 20%. This demonstrates that current shared-
latent E2E ADSs can output unsafe trajectories even when
decoded observable outputs remain largely intact.

2 Background and Related Work
End-to-end Autonomous Driving Systems. End-to-end ADSs
jointly learn perception and planning from raw sensor inputs within
a unified architecture. Rather than relying on explicit intermediate
interfaces between modular components, these systems build a
shared latent scene representation that supports multiple down-
stream tasks [6, 9, 14, 30, 38]. In many recent designs, both the
planning output and observable outputs, such as object detections
or map predictions, are derived from this shared representation.
UniAD [6] pioneered this planning-oriented paradigm by connect-
ing full-stack tasks through a shared query interface, ensuring that
upstream perceptual features are directly aligned with downstream
planning objectives. To address the computational overhead of such
dense unified models, VAD [9] subsequently introduced vectorized
scene representations, replacing expensive rasterized maps with
sparse vector queries to significantly improve inference efficiency
while maintaining planning safety.

More recently, the field has evolved from deterministic regression
toward generative modeling to better handle the inherent uncer-
tainty of dynamic driving environments. While predecessors such
as UniAD and VAD typically regress a single trajectory, GenAD [38]
reformulates planning as a generative task using Variational Au-
toencoders (VAEs [11]). By learning a structural latent space of
potential futures, these frameworks can sample diverse and plausi-
ble trajectories instead of averaging conflicting possibilities. This
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Figure 2: Abstracted E2E model: Sensor input 𝑥 is encoded
into a shared latent state ℎ, which produces decoded observ-
able outputs 𝑜 and a latent task context 𝑧 for planning. JANUS
targets the planned trajectory 𝑦 while preserving 𝑜 .

marks a shift toward systems with unified representations and
stronger probabilistic reasoning.
Adversarial Attacks Against E2E ADSs. E2E systems fuse multi-
view, temporal sensor data into a shared latent scene representation
that supports both planning and auxiliary perception outputs. Be-
cause the planner does not depend on a single explicit interface,
attacks that corrupt standalone perception outputs do not directly
translate to control failures in E2E ADSs.

Recent work has begun to study adversarial robustness in E2E
ADSs. One line of work injects perturbations into internal module
interfaces or intermediate representations to stress-test the inter-
action among E2E components [28, 37]. Another line benchmarks
E2E ADS robustness under sensor-input perturbations and natural
corruptions, and reports the resulting degradation in planning and
perception outputs [10]. These studies show that E2E ADSs are
vulnerable under perturbations, and motivate our focus on how
planning failures relate to changes in decoded observable outputs.
Positioning of JANUS. In contrast to module-wise perturbation
studies, JANUS keeps the attack at the sensor-input level. The ad-
versary may use model parameters and gradients during offline
optimization, but the realized attack modifies only camera inputs. It
cannot overwrite BEV features, query embeddings, module outputs,
temporal states, or other intermediate tensors.

In contrast to input-level robustness benchmarks, JANUS does not
treat broadmodel degradation as the attack outcome. Instead, JANUS
separates safety-critical planning failures from output corruption
by targeting collisions and off-road behavior while constraining
decoded object and map outputs to remain close to clean inference.

3 Abstract E2E System Model
Modern E2E driving architectures differ substantially in their design
choices. For instance, UniAD [6] uses dense query-based interac-
tions across task heads, VAD [9] replaces rasterized maps with
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sparse vector representations, and GenAD [38] reformulates plan-
ning as a generative task through variational autoencoders. Despite
these differences, all three architectures share a common structural
property central to our study: planning and observable outputs are
coupled through shared latent and task-level states, rather than
through explicit decoded interfaces as in modular pipelines.

We abstract this common structure as a multi-task function 𝐹 (𝑥)
that produces a planned trajectory and decoded observable outputs
from raw sensor input 𝑥 , as shown in Fig. 2:

𝑓 = 𝐸 (𝑥), ℎ = 𝑅(𝑓 ),
𝑜 = 𝐷𝑜 (ℎ), 𝑧 = 𝐷𝑧 (ℎ),

𝑦 = 𝑃 (ℎ, 𝑧) .
(1)

Here, 𝐸 (·) extracts features 𝑓 from the raw sensor input, and 𝑅(·)
maps these features into a shared latent stateℎ. The observable head
produces decoded outputs 𝑜 , such as detections, maps, or motion
predictions, through 𝐷𝑜 (·). It also produces latent task context 𝑧
through𝐷𝑧 (·), which abstracts model-specific interactions between
perception, prediction, and planning. The planning head 𝑃 (·) then
outputs the ego trajectory 𝑦 from the shared latent state ℎ and the
latent task context 𝑧.

The pipeline consists of four stages: 1 a feature encoder 𝐸 that
extracts features 𝑓 from raw sensor input 𝑥 ; 2 an intermediate
representation module 𝑅 that maps these features into a shared la-
tent state ℎ; 3 a perception head that produces decoded observable
outputs 𝑜 through 𝐷𝑜 (ℎ), such as 3D object detections, map predic-
tions, or motion predictions; and 4 a planning head 𝑃 that outputs
the ego vehicle’s future trajectory 𝑦. The perception head also pro-
duces latent task context 𝑧 = 𝐷𝑧 (ℎ), which abstracts model-specific
interactions among perception, prediction, and planning before the
final trajectory is produced. Importantly, 𝑧 denotes internal latent
context, not the decoded observable output 𝑜 itself.

The critical property is that the observable outputs 𝑜 and the
latent task context 𝑧 are both derived from the shared latent state ℎ,
and the planning head produces 𝑦 using this task context together
with the shared state. This shared dependency enables joint train-
ing and is widely regarded as a strength of E2E architectures. At
the same time, it motivates the question we study in this paper:
does this shared representation reliably tie safe planning to correct
observable outputs? If it does, then a perturbation that substantially
disrupts planning should also cause visible errors in the model’s
observable outputs. If not, then planning may fail even when the
model’s observable outputs remain largely intact.
Scope of Analysis. We focus on multi-task E2E architectures
in which observable outputs and planning outputs are coupled
through a shared latent state at inference time. Architectures out-
side this scope, including diffusion-based planners [14] and paral-
lelized designs such as PARA-Drive [30], are discussed in Section 8.

4 Threat Model
We consider an adversary who aims to induce safety-critical plan-
ning failures, such as collisions or lane departures, in a deployed
E2E driving system. At the same time, the adversary seeks to keep
the observable outputs close to their clean-inference values. This
preservation makes the threat more critical: if detections or maps

Ground Truth Clean Inference

Our AttackBaseline Attack

Ego Vehicle
Detected Vehicle Lane Mark

Predicted 
Trajectory

Misdetected 
Vehicle

Misdetected 
Lane Mark

Collision

Figure 3: Motivating example. Clean inference produces a
safe trajectory with correct observable outputs. A planning-
only baseline attack causes a collision but also degrades ob-
servable outputs, while JANUS causes a comparable collision
while keeping observable outputs close to the clean infer-
ence. This shows that planning can fail without comparable
degradation in observable outputs.

are also corrupted, output-based monitors can flag the visible er-
rors; on the other hand, if they remain close to clean inference, the
model presents a plausible scene while producing an unsafe plan,
and the attack is hard to detect.

In achieving this goal, the adversary operates at the sensor-
input level: given a clean input 𝑥 , it produces a perturbed input
𝑥 + 𝛿 . The deployed model then processes the perturbed input and
outputs the planned trajectory 𝑦 and observable outputs 𝑜 . We
consider two perturbation models: ℓ𝑝 -bounded digital noise over
the full input and localized adversarial patches over a small image
region. Such perturbations can be realized through projected digital
perturbations [16, 18, 20] or physical patches [5, 21, 22, 27].

We assume white-box knowledge for perturbation generation,
but the adversary can only modify the sensor input. That is, the
adversary may use model parameters and gradients to optimize 𝛿 ,
but cannot read, overwrite, or inject perturbations into interme-
diate latent states during deployment. This separates JANUS from
privileged-feature attacks: the attack is generatedwith strongmodel
knowledge, but it is realized only through input-space changes. We
further evaluate cross-model transfer in Section 7.6 to assess a
weaker black-box setting where perturbations are generated on one
model and applied to another.

5 Motivating Example
A natural intuition about multi-task E2E architectures is that the
shared latent representation should tie planning to the model’s ob-
servable outputs. If the model still detects nearby vehicles correctly
and predicts road structure accurately, then the planned trajectory
may also appear trustworthy. Under this intuition, a perturbation
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strong enough to cause a safety-critical planning failure should also
introduce visible errors in the model’s observable outputs, since
both depend on the same latent state.

Figure 3 shows that this intuition does not always hold. A pro-
jected gradient descent (PGD) attack (bottom-left) that maximizes
trajectory error shows the expected behavior: it induces a colli-
sion, but also degrades the model’s observable outputs. Vehicles are
missed, and lane boundaries are displaced. In this case, the planning
failure appears with broad corruption of the shared representation.

JANUS reveals a different behavior (bottom-right). It induces a
collision of comparable severity while the model’s observable out-
puts remain close to the clean inference. The detected vehicles and
lane structure appear correct, even though the predicted trajectory
becomes unsafe. This example shows that planning can fail without
comparable degradation in the model’s observable outputs.

If planning failures always came with visible errors in detec-
tions or maps, then those outputs could still serve as a useful proxy
for planning reliability. Figure 3 shows that this assumption is too
strong for current multi-task E2E architectures. The shared back-
bone does not guarantee that correct-looking observable outputs
imply safe planning. Instead, planning and observable outputs can
diverge under adversarial perturbation, despite their dependence
on the same latent representation.

6 JANUS System
We present JANUS, an adversarial framework for studying whether
multi-task E2E driving systems can produce safety-critical planning
failures while their decoded observable outputs remain close to
clean inference. Figure 4 illustrates the overall workflow of JANUS.
Given an E2Emodel that outputs a planned trajectory y and decoded
observable outputs o, such as object detections and map predictions,
JANUS constructs an input-space perturbation or patch that pushes
the planned trajectory toward an unsafe outcome while preserving
o relative to the clean reference.

JANUS proceeds in three phases. First, JANUS runs a clean forward
pass to obtain reference outputs (yclean, oclean). Second, JANUS per-
forms offline perturbation optimization: it selects safety-relevant
targets, constructs a joint objective that combines a planning-failure
objective (Section 6.1) with observable-output preservation (Sec-
tion 6.2), and solves the constrained input-space attack (Section 6.3).
For patch attacks, this phase also includes sensitivity-based place-
ment (Section 6.4). Third, JANUS applies the optimized perturbation
or patch at inference time to induce unsafe planning while keeping
observable outputs close to the clean reference.

6.1 Route-Conditioned Collision Loss
Standard planning attacks often maximize the ℓ2 distance between
the clean trajectory and the adversarial trajectory. However, large
geometric deviation alone does not reliably produce severe safety
failures. In many cases, this objective yields comparatively benign
behaviors, such as drifting into empty space or unnecessary decel-
eration, rather than collisions or off-road events.

A natural alternative is to minimize the distance to the nearest
scene obstacle. However, this objective ignores vehicle kinematics.
The spatially nearest obstacle may lie behind the ego vehicle or
outside its forward reachable corridor. Pushing the planner toward
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Figure 4: Illustration of JANUS’s attack phases.

such targets can require physically implausible maneuvers, which
leads the optimization toward degenerate solutions.

To address this limitation, we introduce the Route-Conditioned
Collision Loss (Lroute-coll), which restricts the attack objective to
obstacles that lie along the clean driving route. This focuses the
perturbation budget on targets that are both safety-relevant and
consistent with the ego vehicle’s forward driving direction.
Target Selection. We first define a speed-adaptive angular thresh-
old 𝜃 (𝑣) that determines the valid attack corridor:

𝜃 (𝑣) = min
(
𝜃max,

𝑏

max(𝑣, 𝑣min)

)
. (2)

We then filter the set of scene obstacles O and retain only those that
lie longitudinally ahead of the ego vehicle and within the angular
corridor induced by the clean route:

V =

{
𝑖 ∈ O

����� (p⊤𝑖 d > 0) ∧
(
|p𝑖 × d|
p⊤𝑖 d

< tan𝜃 (𝑣)
)}

(3)

where d is the clean heading vector. The selected target 𝑖∗ is the
element ofV withminimum lateral offset |p𝑖×d|. Figure 5 illustrates
this selection rule: JANUS only considers obstacles that are forward
and within the speed-adaptive angular corridor of the clean route.

This target-selection rule has two benefits. First, it removes ob-
stacles that are inconsistent with the ego vehicle’s forward driving
corridor, such as objects behind the ego vehicle or objects far out-
side the driving direction. Second, it anchors the attack to the clean
driving intent rather than to an already corrupted trajectory. As a
result, JANUS avoids degenerate cases in which the optimization
first drives the planner toward an unrealistic direction and then
optimizes collision relative to that corrupted path.
Objective Formulation. To account for scene dynamics, we ex-
trapolate the selected target’s future position at timestep 𝑡 as

p̂(𝑡 )𝑖∗ = p𝑖∗ + v𝑖∗ · 𝑡Δ𝑡, (4)
where p𝑖∗ and v𝑖∗ denote the target’s relative position and velocity
in the ego-centric frame.
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Figure 5: Route-conditioned target selection. JANUS selects 𝑖∗
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We define the geometric attraction term as

Lgeo =
1
𝑇

𝑇∑︁
𝑡=1

𝑤𝑡




y(𝑡 )adv − p̂
(𝑡 )
𝑖∗





2
, (5)

and the soft collision reward as

Lcoll = −𝜎
(
𝑟𝑐 − 𝑑min

𝜏

)
, 𝑑min = min

𝑡




y(𝑡 )adv − p̂
(𝑡 )
𝑖∗





2
. (6)

Here,𝑤𝑡 weights timesteps, 𝑟𝑐 is the collision radius, 𝜏 sets reward
smoothness, and 𝜎 (·) denotes the sigmoid function.

Finally, we use a directional regularization term to keep the
optimized trajectory aligned with the clean driving direction:

Ldir = 1 − Δyadv · d

Δyadv

2

d

2 + 𝜂 . (7)

where Δyadv = y(𝑇 )adv − y
(1)
adv, d is the clean route direction, and 𝜂 is

a small constant for numerical stability.
The full route-conditioned collision loss is

Lroute-coll = 𝜆geoLgeo + 𝜆collLcoll + 𝜆dirLdir . (8)

If the valid target set V is empty, JANUS skips the frame and
does not generate a route-conditioned collision objective for it.

6.2 Perceptual Consistency Constraints
The goal of JANUS is not only to induce an unsafe plan, but also to
preserve the model’s observable outputs. This preservation require-
ment serves two purposes. First, it keeps the attacked inference
close to the clean reference on outputs that are directly visible to
the system designer, such as detections and maps. Second, it helps
isolate whether planning can fail without comparable corruption
of the model’s observable predictions. To enforce this property, we
introduce two preservation losses: one for dynamic object detection
and one for static map prediction.
Object Detection Consistency (Ldet). We preserve the model’s
understanding of dynamic agents by constraining the adversarial
detections to remain close to the clean reference detections from the
same frame. Let b̂clean = {(c𝑘 , r𝑘 )}𝐾𝑘=1 denote the clean detection
predictions, where c𝑘 are class logits and r𝑘 are bounding-box pa-
rameters. Let b̂adv denote the corresponding adversarial predictions
at the same detection-query indices. We define p𝑘 = softmax(c𝑘 )

𝑠𝑡−1 Iter 1 𝑠 (1) Iter 2 𝑠 (2) Iter 𝐾 𝑠 (𝐾 )

(a)Without Temporal State Refresh.

𝑠𝑡−1 Iter 1 𝑠𝑡−1 Iter 2 𝑠𝑡−1 Iter 𝐾 𝑠𝑡−1

(b)With Temporal State Refresh

Clean state Corrupted state Iter Optimization step Reset to clean

Figure 6: Temporal State Refresh in JANUS. (a) Without tem-
poral state refresh, the temporal state is carried across opti-
mization iterations and gradually drifts away from the clean
reference. (b) With temporal state refresh, JANUS resets the
temporal state to the clean reference before each iteration,
which keeps the optimization anchored to the current frame
and avoids accumulated state drift.

as the corresponding class-probability distribution. We define the
detection preservation loss as

Ldet =
1
𝐾

𝐾∑︁
𝑘=1

(

r𝑘,adv − r𝑘,clean

1 + 𝜆cls𝐷KL
(
p𝑘,clean ∥ p𝑘,adv

) )
(9)

The first term preserves spatial localization, while the second
preserves semantic confidence. Together, they keep the adversarial
detections close to the model’s clean detection of the scene.
Map Structure Consistency (Lmap). We preserve the geometric
structure of the static scene by keeping the adversarial map output
close to the clean reference map. LetMclean andMadv denote the
clean and adversarial map points. We define the map preservation
loss using the symmetric Chamfer Distance:

Lmap =
∑︁

𝑥∈Mclean

min
𝑦∈Madv

∥𝑥 −𝑦∥22 +
∑︁

𝑦∈Madv

min
𝑥∈Mclean

∥𝑥 −𝑦∥22 (10)

This loss preserves lane geometry and road boundaries under attack,
so the attacked map output remains close to the clean reference
rather than exhibiting large topological shifts.

In practice, both preservation losses are defined with respect to
the clean inference on the same frame. This makes the preservation
objective model-consistent: instead of enforcing agreement with
external labels, JANUS asks whether the attacked inference remains
close to the model’s own clean observable outputs. We focus on
detection and map prediction because they are the most visible
auxiliary heads shared across the evaluated models and the most
natural signal for consistency-based monitoring.

6.3 Optimization Strategy
We optimize JANUS as a constrained input-space attack that bal-
ances unsafe planning with observable-output preservation. The
total objective combines the route-conditioned collision loss with
the detection and map preservation losses:

Ltotal = 𝜆routeLroute-coll︸              ︷︷              ︸
Safety Violation

+ 𝜆detLdet + 𝜆mapLmap︸                      ︷︷                      ︸
Perceptual Preservation

(11)
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Algorithm 1 JANUS Attack Optimization

1: Input: Current frame x𝑡 , clean temporal state sref𝑡−1, model 𝐹 ,
attack mode𝑚 ∈ {Digital, Patch}

2: Hyperparameters: steps 𝐾 , step size 𝛼 , budget 𝜖 , patch size
(𝐻𝑝 ,𝑊𝑝 ), weights 𝜆route, 𝜆det, 𝜆map

3: Output: Adversarial input xadv, clean propagated state sref𝑡
4: // Clean Reference Extraction
5: (yref , oref , sclean) ← 𝐹 (x𝑡 , sref𝑡−1)
6: sref𝑡 ← sclean
7: // Patch Mask Initialization
8: if 𝑚 = Patch then
9: M← SelectPatchRegion(x𝑡 , sclean, 𝐻𝑝 ,𝑊𝑝 )
10: else
11: M← 1
12: end if
13: // Iterative Optimization
14: Initialize perturbation 𝜹 (0) ← 0 or random start
15: for 𝑘 = 0 to 𝐾 − 1 do
16: Reset temporal state: s← sref𝑡−1
17: Form attacked input:
18: x(𝑘 ) ← (1 −M) ⊙ x𝑡 +M ⊙ (x𝑡 + 𝜹 (𝑘 ) )
19: (yadv, oadv, _) ← 𝐹 (x(𝑘 ) , s)
20: Ltotal ← 𝜆routeLroute-coll (yadv)
21: +𝜆detLdet (oadv, oref ) + 𝜆mapLmap (oadv, oref )
22: 𝜹 (𝑘+1) ← 𝜹 (𝑘 ) − 𝛼 · sign(∇𝜹Ltotal)
23: if 𝑚 = Digital then
24: 𝜹 (𝑘+1) ← Π𝜖

(
𝜹 (𝑘+1)

)
25: else
26: Clip 𝜹 (𝑘+1) to the valid pixel range
27: end if
28: end for
29: // Final Adversarial Input
30: xadv ← (1 −M) ⊙ x𝑡 +M ⊙ (x𝑡 + 𝜹 (𝐾 ) )
31: return xadv, sref𝑡

where the 𝜆 terms control the trade-off between attack strength
and preservation.

For each frame, JANUS first computes a clean reference trajectory,
observable outputs, and temporal state from the unperturbed input.
These clean outputs serve as the reference for the preservation
constraints, while the clean temporal state is buffered for the next
timestamp (Algorithm 1, Lines 5–6).
Temporal State Refresh. A central challenge in attacking video-
based E2E planners such as GenAD and UniAD is their dependence
on temporal history, for example through BEV memory queues. If
this state is carried across optimization iterations, the attack gradu-
ally conditions on a drifted history rather than the clean one. To
avoid this, JANUS uses a Temporal State Refresh strategy. Fig-
ure 6 illustrates the difference: without refresh, each optimization
step inherits the state produced by the previous step; with refresh,
each step starts from the same clean temporal state.

Let s𝑡−1 denote the clean temporal state from the previous times-
tamp. During optimization of the current frame 𝑡 , we keep s𝑡−1
fixed and reset the model’s internal temporal memory to this same

clean state at every iteration 𝑘 :

x(𝑘+1)𝑡 = Π𝜖
(
x(𝑘 )𝑡 − 𝛼 · sign

(
∇xLtotal

(
𝐹 (x(𝑘 )𝑡 , s𝑡−1)

) ))
(12)

This refresh step should be distinguished from the clean-state
buffer used across timestamps. During optimization of frame 𝑡 , ev-
ery update is computed under the same fixed history condition
s𝑡−1. After the attack on the current frame is finalized, the clean
temporal state is propagated forward for the next timestamp. This
separation keeps the optimization focused on the current frame
without compounding perturbation-induced drift through the tem-
poral buffer. Algorithm 1 implements this by resetting the temporal
state before each optimization step (Line 16) and then updating
the perturbation under this fixed history condition (Lines 16–22).
Figure 6 illustrates this distinction: without refresh, the temporal
state drifts across optimization iterations, whereas JANUS resets the
temporal state to the same clean reference before each iteration.
Constraint Realization. For digital attacks, we use the standard
ℓ∞ projection Π𝜖 to keep the perturbation within a bounded input-
space budget. For patch attacks, we optimize a localized perturba-
tion under a binary maskM that specifies the patch region, so only
the selected pixels are modified.

6.4 Patch Placement Optimization
For patch-based attacks, JANUS places the perturbation using a
sensitivity-based search rather than random placement. The goal is
to allocate the limited patch budget to the image region that most
strongly influences the planning output.

We first compute an input-space sensitivity map from the gra-
dient magnitude of the route-conditioned planning objective with
respect to the current frame. This map identifies regions where the
planner is most responsive under the clean reference state.

Given the sensitivity map, JANUS performs a sliding-window
search over candidate regions of size 𝐻𝑝 ×𝑊𝑝 and selects the win-
dow with the largest accumulated sensitivity. The binary maskM
is then initialized at the selected location and used throughout the
masked optimization loop.

This strategy improves patch effectiveness under a fixed patch
size by concentrating the perturbation on the image region that is
most important to the planner.

7 Evaluation
Weevaluate JANUS against three popular end-to-endADSs: UniAD [6],
VAD [9] and GenAD [38]. We present JANUS’s results by focusing
on the following research questions:
RQ1 How effectively can input-space adversaries induce safety-

critical planning failures in E2E ADSs?
RQ2 To what extent can input-space adversaries preserve observ-

able object and map outputs while inducing safety-critical
planning failures?

RQ3 How much observable-output inconsistency remains avail-
able to consistency-based monitors?

RQ4 Why can safety-critical planning failures occur without com-
parable degradation in observable perception outputs in
shared-latent E2E architectures?

RQ5 Howwell do perturbations generated on one E2E ADS trans-
fer to other architectures in causing collisions?
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7.1 Evaluation Setup
Datasets and Models. We test three end-to-end autonomous driv-
ing models: UniAD [6], VAD [9], and GenAD [38]. As discussed in
Section 3, these models represent three different design choices, but
they share the property studied in this paper: the planned trajectory
and decoded observable outputs are coupled through shared latent
and task-level states. This property is central to our study because
it lets us test whether unsafe planning can occur even when the
observable outputs remain close to clean inference.
EvaluationMetrics.We evaluate attacks along three aspects: plan-
ning impact, object detection accuracy andmap prediction accuracy.
Planning impact captures the safety consequence, while detection
and map accuracy capture whether observable scene outputs re-
main reliable. Evaluating these together separates planning-specific
failures from attacks corrupting the shared representation.

For planning impact, we report Collision Rate (CR), Off-Road
Rate (ORR), and Average Displacement Error (ADE). CR and ORR
measure two safety-critical failures: CR captures unsafe interaction
with objects, while ORR captures violations of the drivable area. We
report both because an attack may cause collisions without leaving
the road, or leave the road without colliding with another object.
ADE measures the deviation of the predicted trajectory from the
ground-truth trajectory, but large trajectory error alone does not
necessarily imply a safety violation.

For object detection accuracy, we report the nuScenes Detec-
tion Score (NDS), which summarizes detection quality across lo-
calization, scale, orientation, velocity, attribute, and classification
terms. For map prediction accuracy, we report mAP for GenAD and
VAD because their map heads output vectorized map elements. For
UniAD, we report mIoU because its map head outputs rasterized
BEV semantic maps. We compare these task metrics against their
clean-inference values to quantify how much observable-output
quality degrades under attack.

Together, these metrics show whether the attack can cause un-
safe planning while limiting degradation in observable outputs
relative to clean inference.
Baselines.We compare JANUS with three attack variants that all
modify only the sensor input and use the same iterative projected
optimization setting. The first is Trajectory Deviation, a planning-
only baseline that maximizes the distance between clean and adver-
sarial trajectories. This baseline tests whether simply moving the
predicted trajectory away from its clean state is sufficient to cause
safety-critical failures. The second is Trajectory Deviation + Preser-
vation, which adds the same observable-output preservation losses
to this baseline. This variant isolates whether preservation alone
can keep object and map outputs close to clean inference when the
planning objective remains trajectory deviation. The third is JANUS
w/o Preservation, which uses our route-conditioned planning objec-
tive without observable-output preservation. This variant isolates
the effect of the preservation constraint within JANUS.
Attack Settings. Unless stated otherwise, we generate attacks in
a white-box setting under the sensor-input constraints defined in
Section 4: the adversary can modify only camera inputs, either
through an ℓ∞-bounded perturbation or a localized patch, and can-
not perturb internal features. Themain digital attack uses 𝜖 = 8/255,
attacks all six cameras, and runs 20 PGD steps. We also evaluate

localized patch attacks and cross-model transfer to test whether the
attack persists under spatially constrained and less model-specific
settings. For transfer, we optimize perturbations on a source model
and apply them to a target model without further optimization.

7.2 Attack Effectiveness (RQ1)
We first evaluate whether JANUS can induce safety-critical planning
failures in three E2E ADSs. The Planning Impact columns in Table 1
report the main results. We compare JANUS with three input-space
attack variants: a trajectory-deviation baseline, the same baseline
with preservation constraints, and JANUS without preservation.
This comparison helps attribute the results to two design choices
in JANUS: the route-conditioned planning objective and the output-
preservation constraint.

Across all three models, JANUS substantially increases unsafe
planning outcomes over clean inference. JANUS raises the CR from
3.34% to 49.81% (14.9×) and the off-road rate from 0.15% to 13.80%
(92×) on GenAD, from 8.50% to 30.68% (3.6×) and 0.93% to 10.89%
(11.7×) on VAD, and from 5.1% to 17.1% (3.4×) and 5.2% to 8.7% (1.7×)
on UniAD. These results show that JANUS can induce safety-critical
planning failures across different E2E architectures.

We note that JANUS does not achieve the largest attack effect
for every planning metric in Table 1. This is expected because the
compared attack variants are generated under different objectives.
The trajectory-deviation baseline can sometimes produce larger
raw CR, ORR, or ADE, but it is not constrained to keep observable
outputs close to clean inference. Thus, RQ1 focuses on whether
JANUS can still cause safety-critical planning failures under its
preservation-aware objective. We return to the output-preservation
side of this tradeoff in RQ2.

The comparison with JANUSw/o Preservation further shows that
this constraint affects architectures differently. Adding preservation
only modestly reduces CR on GenAD (51.55% to 49.81%) and VAD
(35.33% to 30.68%), but the reduction is larger on UniAD (28.6% to
17.1%), which suggests a stronger tension between planning failure
and output preservation. Even under this stricter constraint, JANUS
still causes substantial safety-critical failures.
Patch-Based Attacks. We next evaluate JANUS under localized
patch constraints. Table 2 summarizes the results for three-camera
patch attacks, with the patch area matched to about 4% of each
model’s input tensor. Even when the perturbation is restricted to a
small image region, JANUS can still induce planning failures while
keeping observable-output degradation small.

The results again show an architecture-dependent tradeoff. On
GenAD and VAD, JANUS achieves stronger planning impact than
the strongest preservation-based patch baseline. On GenAD, the CR
increases from 10.92% to 17.21%, and the ORR increases from 11.07%
to 16.15%, while ΔNDS remains the same and ΔMap changes only
slightly. On VAD, JANUS raises the CR from 8.87% to 12.41% with
nearly unchanged ORR, although observable-output degradation
increases slightly. On UniAD, JANUS yields slightly lower CR and
ORR than the baseline, but it better preserves observable outputs,
reducing both ΔNDS and ΔMap.
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Table 1: Attack effectiveness and output preservation on nuScenes. We report Collision Rate (CR), Off-Road Rate (ORR),
and Average Displacement Error (ADE) to measure planning impact, and NDS and Map Score to measure observable-output
preservation. Map Score denotes mAP for GenAD and VAD, and mIoU for UniAD.

Planning Impact Output Preservation

Model Method CR (%)↑ ORR (%)↑ ADE (m)↑ NDS↑ Map Score↑

GenAD

Clean 3.34 0.15 1.34 39.1 76.7
Traj. Deviation 36.16 19.11 15.89 22.3 (-42.9%) 45.5 (-40.7%)
Traj.+ Preservation 27.82 17.51 12.96 29.9 (-23.5%) 63.0 (-17.9%)
JANUS (w/o Preservation) 51.55 14.33 6.36 28.6 (-26.7%) 56.5 (-26.4%)
JANUS 49.81 13.80 6.29 32.2 (-17.5%) 64.0 (-16.6%)

VAD

Clean 8.50 0.93 1.52 66.7 66.4
Traj. Deviation 31.21 17.93 11.79 47.6 (-28.7%) 38.5 (-42.0%)
Traj.+ Preservation 19.92 11.02 4.59 61.1 (-8.3%) 60.8 (-8.5%)
JANUS (w/o Preservation) 35.33 12.48 6.42 51.9 (-22.1%) 51.2 (-22.9%)
JANUS 30.68 10.89 5.67 56.8 (-14.8%) 57.1 (-14.0%)

UniAD

Clean 5.1 5.2 1.22 55.8 44.2
Traj. Deviation 32.6 20.7 16.71 37.8 (-32.2%) 33.0 (-25.4%)
Traj.+ Preservation 27.8 17.0 14.20 40.1 (-28.3%) 37.0 (-16.4%)
JANUS (w/o Preservation) 28.6 11.8 6.10 43.5 (-22.2%) 36.6 (-17.3%)
JANUS 17.1 8.7 2.52 50.7 (-9.1%) 40.5 (-8.5%)

Table 2: Patch-based attack summary for three-camera at-
tacks with patch area matched to about 4% of each model’s
input tensor. Lower ΔNDS and ΔMap indicate smaller
observable-output degradation.

Model Method CR (%)↑ ORR (%)↑ ΔNDS (%)↓ ΔMap (%)↓

GenAD Traj. + Preservation 10.92 11.07 3.4 8.1
JANUS 17.21 16.15 3.4 8.7

VAD Traj. + Preservation 8.87 3.82 4.3 3.8
JANUS 12.41 3.81 5.0 5.1

UniAD Traj. + Preservation 12.36 9.44 3.6 4.8
JANUS 11.41 8.95 2.8 4.0

Overall, the patch results show that JANUS is not limited to dense
digital perturbations. Under localized patch constraints, JANUS re-
mains competitive in planning impact while maintaining small
observable-output degradation across all three architectures.
Sensitivity to Attack Budget. We next conduct a separate set
of evaluation runs to examine how attack strength changes under
three budget controls: the digital perturbation budget 𝜖 , the number
of attacked cameras, and the patch coverage. Figure 7 shows that
larger budgets usually produce stronger planning failures, but the
effect is not perfectly monotonic. Under the digital 𝜖 sweep, both
VAD and GenAD show their strongest impact at moderate-to-large
budgets, while UniAD remains comparatively stable across the
tested range. For example, VAD’s CR increases from 29.61% at
𝜖=2/255 to 35.86% at 𝜖=4/255, and GenAD stays above 44% CR
across all four budgets. In contrast, UniAD remains near 20% CR
and about 8% off-road rate throughout the sweep.

A similar trend appears whenwe increase the number of attacked
cameras. Broader camera access usually gives the adversary more
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Figure 7: Attack budget sweep across models. Columns: per-
turbation budget 𝜖, number of attacked cameras (𝜖=8/255),
and patch coverage (%). Rows: Average Displacement Error
(ADE), off-road rate (ORR), and collision rate (CR) at 3 s. The
sensitivity sweeps were conducted independently from the
main evaluation in Table 1.

control over the shared scene representation and leads to higher
attack success, especially for GenAD. Its CR rises from 21.78% with
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one attacked camera to 44.89% with six, while its off-road rate
increases from 7.56% to 14.22%. VAD also improves from 21.91%
to about 31% CR, although the gain saturates after two cameras.
UniAD again changes only modestly, which suggests that JANUS
can affect planning even with limited view access but benefits
differently across model architectures.

The patch sweep shows the clearest budget-response trend. As
coverage grows from about 0.5% to 5.9%, CR increases on all three
models: from 7.89% to 15.14% on VAD, from 3.33% to 16.67% on
GenAD, and from 2.67% to 11.79% on UniAD. Off-road rate and
ADE also rise with coverage, although UniAD’s off-road rate sat-
urates earlier than the other two models. These results show that
JANUS degrades planning safety through multiple failure modes,
and that larger patch area translates into a more direct and consis-
tent increase in attack strength than the digital 𝜖 sweep.

7.3 Output Preservation (RQ2)
We next ask whether JANUS preserves observable outputs when it
induces planning failures. The Output Preservation columns in Ta-
ble 1 report object detection and map prediction quality on GenAD,
VAD, and UniAD. We use relative degradation from clean inference
to measure how much each attack changes these outputs.

For object detection, JANUS causes substantially smaller NDS
degradation than the Trajectory Deviation baseline on all three
models. The NDS drop decreases from 42.9% to 17.5% on GenAD,
from 28.7% to 14.8% on VAD, and from 32.2% to 9.1% on UniAD.
These results show that JANUS keeps object detection outputs much
closer to clean inference than a trajectory-only attack.

We observe the same pattern for map prediction. On GenAD, the
Map Score drop decreases from 40.7% under Trajectory Deviation
to 16.6% under JANUS. On VAD, it decreases from 42.0% to 14.0%. On
UniAD, it decreases from 25.4% to 8.5%. This result shows that JANUS
preserves map outputs much more effectively than the trajectory-
only baseline while still causing unsafe trajectories.

The comparison with JANUS w/o Preservation further clarifies
the role of the preservation term. After we add preservation con-
straints, the NDS drop decreases from 26.7% to 17.5% on GenAD,
from 22.1% to 14.8% on VAD, and from 22.2% to 9.1% on UniAD. The
Map Score drop follows the same trend: it decreases from 26.4% to
16.6% on GenAD, from 22.9% to 14.0% on VAD, and from 17.3% to
8.5% on UniAD. These results show that the preservation objective
consistently reduces observable-output degradation on both tasks.

Finally, Table 1 highlights that preservation should be interpreted
together with planning impact. Trajectory Deviation + Preservation
can also reduce observable-output degradation, and on VAD it
preserves NDS and Map Score more than JANUS. However, it also
produces a lower CR and lower ADE than JANUS, with a comparable
off-road rate. Across the three models, JANUS maintains substantial
safety-critical planning failures while keeping both NDS and Map
Score degradation below 20%. Overall, the results show that JANUS
can induce unsafe planning while keeping observable outputs close
to clean inference.

Object Output Check

2m

GT: truck

→ car×missing

Flag if: × missing | • mislabeled

Map Output Check

1m band

GT: divider

→ boundary

×
(missing)

Flag if: × missing | - - mislabeled

Figure 8: Clean-reference output check used in RQ3. A frame
is flagged if a clean-correct object (left) or map polyline
(right) is missing or mislabeled under attack, with a 2m
matching radius for objects and a 1m band for polylines.

Table 3: Flag rates for consistency-based monitors across
attack formulations. Lower rates indicate stronger evasion.

Target
Model

Attack
Method (PGD)

Object-Output
Flag Rate ↓

Map-Output
Flag Rate ↓

GenAD

Traj. Deviation 85.4% 80.0%
Traj. Deviation + Preservation 66.6% 51.3%
JANUS w/o Preservation 62.5% 61.5%
JANUS 55.1% 42.7%

VAD

Traj. Deviation 75.2% 77.0%
Traj. Deviation + Preservation 22.8% 19.8%
JANUS w/o Preservation 75.3% 57.4%
JANUS 50.8% 40.6%

UniAD

Traj. Deviation 90.8% 83.7%
Traj. Deviation + Preservation 75.2% 61.8%
JANUS w/o Preservation 73.3% 58.6%
JANUS 32.1% 30.4%

Table 4: Post-monitor collision success rate under the object-
and map-output monitors. A successful attack both induces
a collision and is not flagged by the corresponding monitor.

Target Model Attack (PGD) Object Monitor ↑ Map Monitor ↑

GenAD Traj. Deviation 4.6% 8.6%
JANUS 14.3% 20.7%

VAD Traj. Deviation 5.3% 5.5%
JANUS 6.1% 9.8%

UniAD Traj. Deviation 1.6% 2.5%
JANUS 5.5% 10.5%

7.4 Implications for Consistency-Based
Detection (RQ3)

We next study whether JANUS leaves enough observable-output
changes for existing consistency-based defenses to detect the attack.
Existing defenses use observable outputs, such as object labels, ob-
ject locations, and map elements, to detect attacks through visible
inconsistencies [17, 31, 33]. Here, we test whether JANUS reduces
this detection signal by keeping these outputs close to clean in-
ference. Unlike RQ2, which reports aggregate task metrics, this
analysis asks whether clean-correct object and map outputs visibly
change on each frame under attack.
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Specifically, we measure observable-output changes with a clean-
reference output check at each frame, illustrated in Figure 8. For
object outputs, we first identify ground-truth objects that the clean
model predicts correctly. An object is clean-correct if the clean
prediction matches it within 2m in BEV and has the correct class
label. We then compare this same object under attack. If no attacked
prediction matches the object within 2m, we mark the object as
missing. If an attacked prediction matches the object but has a
different class label, we mark the object as mislabeled.

The object-based check flags a frame if at least one clean-correct
object in that frame is missing or mislabeled under attack. The
Object-Output Flag Rate is the percentage of evaluable frames
flagged by this rule. For map outputs, we identify clean-correct
polylines and match attacked predictions using a 1 m band. A frame
is flagged if at least one clean-correct polyline becomes missing
or is assigned a different map class under attack. The Map-Output
Flag Rate is the percentage of evaluable frames flagged by this rule.

Table 3 shows that JANUS leaves fewer visible changes in de-
coded object and map outputs than attacks without preservation.
The TrajectoryDeviation baseline generally produces high flag rates
because it causes changes in perception outputs. Adding preserva-
tion constraints reduces these rates. The same trend appears for
JANUS: compared with JANUS without preservation, JANUS reduces
object- and map-output flag rates across the evaluated models.

To measure end-to-end attack effectiveness under monitoring,
Table 4 reports the fraction of frames where the attack induces a
collision and is not flagged. JANUS achieves higher post-monitor
collision success than Trajectory Deviation across all three models,
reaching 14.3%, 6.1%, and 5.5% under the object monitor and 20.7%,
9.8%, and 10.5% under the map monitor for GenAD, VAD, and
UniAD, respectively.

These results show that JANUS weakens the signal used by exist-
ing consistency-based defenses. Such defenses can still flag attacks
that visibly corrupt detections or maps. However, when an attack
induces unsafe planning while keeping decoded object and map
outputs close to clean inference, output-based consistency checks
become less reliable.

7.5 Root Cause Analysis (RQ4)
The results show that JANUS can induce unsafe planning while
keeping observable outputs close to clean inference. We examine
why this behavior is possible in shared-latent E2E architectures. We
focus on two questions: whether planning and observable heads
respond similarly to input perturbations, and whether the preserva-
tion term suppresses observable-output drift during optimization.
Planning-Perception Coupling. A natural assumption about
multi-task E2E driving is that planning, detection, and map pre-
diction should respond in similar ways to an input perturbation
because they depend on the same latent representation ℎ. If this
coupling were tight, a perturbation that disrupts planning would
also tend to induce comparable changes in the observable outputs.

We test this assumption at the local linear level by measuring
the cosine similarity between the input gradients of the planning,
detection, and map heads on clean validation frames. Across UniAD,
VAD, and GenAD, all mean similarities have magnitude below 0.07;
we report the full table and protocol in Appendix D.

Table 5: Rawhead-output drift𝑑𝑃 , 𝑑𝐷 , 𝑑𝑀 for Traj. Deviation
and its preservation-constrained variant.

Model Attack 𝑑𝑃 ↑ 𝑑𝐷 ↓ 𝑑𝑀 ↓

GenAD Traj. Deviation 1.81 0.244 0.385
Traj. + Preservation 1.52 0.201 (−18%) 0.305 (−21%)

VAD Traj. Deviation 5.05 0.185 0.327
Traj. + Preservation 2.04 0.067 (−64%) 0.106 (−68%)

UniAD Traj. Deviation 0.030 0.046 0.067
Traj. + Preservation 0.023 0.037 (−20%) 0.055 (−18%)

This result suggests that the three heads do not share a strongly
aligned input direction. This first-order analysis captures the gradi-
ent geometry at clean input. It does not characterize how the heads
respond once PGD moves the input far from the clean reference,
which we examine next through raw output drift.
Effect of the Preservation Term. The gradient analysis above
gives a local explanation: near the clean input, planning, detection,
andmap heads do not move in strongly aligned directions. However,
this local result does not by itself show that an optimized perturba-
tion will keep observable outputs close to clean inference. To isolate
the role of the preservation term, we compare two matched attacks
that share the same planning objective and differ only in whether
preservation is enabled: Traj. and Traj. + Preservation. This
matched pair keeps the planning objective fixed and changes only
the preservation constraint, which isolates the effect of preservation.
We measure raw output drift at each head:

𝑑𝑋 =
∥𝑋 (𝑥 + 𝛿) − 𝑋 (𝑥clean)∥2

∥𝑋 (𝑥clean)∥2
,

where 𝑋 ∈ {𝑃, 𝐷,𝑀} denotes the trajectory, detection, and map
heads. Table 5 reports the mean drift across validation frames.

The pattern is consistent across all three models. After we add
the preservation term, the detection drift 𝑑𝐷 drops by 18% to 64%,
and the map drift 𝑑𝑀 drops by 18% to 68%. Because the planning
objective is unchanged across this pair, the most direct explanation
is that the preservation term suppresses drift in the observable
heads during optimization.

The drift values above measure suppression in the raw output
space, where the preservation loss directly acts, while Table 1 re-
ports the decoded task metrics. The two views are complementary:
raw drift confirms that the preservation term suppresses change
inside the optimization, and the decoded metrics confirm that this
suppression carries through to the observable outputs. Together,
these results suggest that weak cross-head alignment leaves room
for selective disruption, and the preservation term exploits that
room by suppressing drift in the observable heads.

7.6 Cross-Model Transferability (RQ5)
We examine whether a perturbation optimized on one E2E ADS can
affect another architecture. For each source-target pair, we optimize
a white-box perturbation on the source model and retain the frames
where the attack successfully induces a collision. We then convert
the perturbation to the target model’s input space and evaluate it
on the target model without further optimization. We define the
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Table 6: Cross-model transferability measured by Transfer
Success Rate (TSR, %). TSR denotes the fraction of source-
successful attack frames that also induce a collision on the
target model after transfer.

Target model

Source model UniAD VAD GenAD

UniAD - 0.0 12.3
VAD 46.9 - 5.9
GenAD 6.2 10.7 -

Transfer Success Rate (TSR) as the fraction of these source-successful
frames that also induce a collision on the target model. Because the
models use different input resolutions and preprocessing pipelines,
this conversion removes source padding, undoes source normaliza-
tion, resizes the perturbation to the target resolution, applies target
normalization, and preserves the six-camera correspondence.

Table 6 reports the TSR under this setting. The transfer results are
asymmetric and source-target dependent. The clearest transfer case
is VAD→UniAD, where 46.9% of source-successful attack frames
remain successful after transfer. UniAD→GenAD reaches 12.3%
TSR, while most other source-target pairs remain much weaker. In
contrast, UniAD→VAD does not transfer under this protocol. These
results suggest that the planning vulnerability exposed by JANUS is
not isolated to one architecture; however, the specific perturbations
found on one model do not reliably generalize to others.

This behavior is consistent with differences in model architec-
ture and preprocessing. Transfers between VAD and UniAD are
less affected by preprocessing mismatch than transfers involving
GenAD, while resizing and normalization can still weaken per-
turbation structure in the reverse direction. We therefore do not
position JANUS as a strong black-box transfer attack. Instead, this
experiment shows that cross-model transfer among E2E ADSs is
possible in some source-target pairs, but remains inconsistent and
highly dependent on the source and target models.

7.7 Physical Experiments
We conduct a real-world experiment to evaluate the feasibility
of the print-and-capture patch pipeline beyond digital insertion,
rather than a complete real-world deployment study. We evaluate
the GenAD model and capture an outdoor driving sequence with
an Insta360 X3 camera [8]. We convert the 360-degree video into
nuScenes six-camera inputs at a resolution of 1600×900 and 2 Hz.
We provide a detailed description of the setup in Appendix E.

This physical experiment follows the core JANUS attack method-
ology. We first run GenAD on the clean real-world input to obtain
the clean trajectory and temporal context. This clean pass provides
the reference for the patch optimization. We use this reference to
optimize a 100×100-pixel patch with the same route-conditioned
planning objective as JANUS. This budget modifies about 2% of the
total six-camera image area after GenAD’s preprocessing. It keeps
the perturbation spatially localized but still large enough to survive
camera capture, resize operations, and reprojection, and to resemble
a physically plausible printed object such as a board or poster.

CAM_FRONT

CAM_BACKLEFT

CAM_BACK

Selected 
Target

Figure 9: Real-world physical-patch result on GenAD. Cap-
tured physical-patch views are inserted into the clean tem-
poral context, shifting the straight-command plan toward
the selected target.

To ensure patch robustness against the print-and-capture pipeline,
we apply Expectation over Transformation (EoT) during optimiza-
tion. These transformations include size adjustments, brightness
and contrast modifications, and pixel noise. We print the optimized
patches on 89 cm × 89 cm boards and record a second sequence
where the camera observes the printed patch. We position the
printed boards at approximately the same camera-view locations
from the three-camera patch setting in our digital evaluation.

Figure 9 presents the result for a representative frame. Under the
straight command, the clean plan ends at (−0.382, 35.016) m. After
the insertion of the captured physical-patch views, the endpoint
shifts to (1.673, 36.254) m. This translation shifts the endpoint by
(+2.055, +1.238) m and causes a collision with the selected target.
The BEV overlay displays the shifted trajectory alongside the clean
detection and map context. This visual representation provides
qualitative evidence that the attack successfully targets the planning
behavior without broad corruption of the observable outputs.

8 Discussion and Limitations
Scope of Architectural Coverage.We focus on multi-task E2E
architectures in which planning and observable outputs are cou-
pled through shared latent or task-level states at inference time.
This includes systems where the planner may use latent context
from perception, mapping, motion, or occupancy heads, while the
decoded observable outputs remain available for monitoring. Two
architecture families fall outside this scope. First, diffusion-based
planners (e.g., DiffusionDrive [14]) generate trajectories through
an iterative denoising process and require a different attack and
preservation formulation. Second, parallelized architectures such
as PARA-Drive [30] reduce runtime coupling between planning
and other heads. In PARA-Drive, the planning head is trained with
shared BEV features but operates independently of the percep-
tion and prediction heads after co-training. As a result, preserving
observable outputs does not test the same planning-perception cou-
pling question as in the shared-latent architectures in this paper.
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Defense Implications. A direct defense is to monitor observable
outputs such as object detections and map predictions. If an attack
causes missed vehicles, wrong classes, or distorted lane boundaries,
then such checks can flag the input before the plan is executed.
However, our results show that this defense is incomplete. JANUS
can induce unsafe trajectories while keeping observable outputs
close to the clean inference. This means that perception and map
consistency can serve as useful warning signals, but they cannot
be treated as a proxy for planning safety.

Amore promising direction is cross-validation between planning
and perception. Instead of checking perception outputs alone, the
system should verify whether the planned trajectory is consistent
with the scene predicted by the perception heads. For example, a
trajectory that intersects a detected vehicle, crosses a predicted lane
boundary, or violates the drivable area should be rejected or passed
to a fallback planner. In traditional modular ADSs, the planner
consumes explicit perception outputs, which inherently couples
planning decisions to the perceived scene. In modern E2E ADSs,
planning and observable outputs may instead be decoded separately
from shared latent features, so the final plan is not necessarily con-
strained by those observable outputs. E2E systems therefore require
explicit planning-perception cross-validation before execution.
Real-world deployment. JANUS includes a physical-patch experi-
ment with print-and-capture optimization, but this optimization is
used as an experimental adaptation rather than as a core compo-
nent of the attack formulation. In particular, the main methodology
focuses on clean-reference anchoring, route-conditioned planning
loss, perceptual consistency constraints, temporal state refresh, and
patch placement. For the real-world study, we additionally apply
transformations that approximate printing, camera capture, lighting
variation, and resolution changes. This design helps assess whether
the attack signal can survive a physical imaging pipeline, but it
does not constitute a complete deployment model.

A full real-world deployment study would require broader opti-
mization and evaluation across patch pose, distance, illumination,
camera exposure, motion blur, vehicle motion, scene dynamics, and
closed-loop feedback. Our experiment maintains temporal context
control and evaluates the captured physical-patch views offline,
thereby isolating the patch effect but not measuring end-to-end
attack success on a moving vehicle. We therefore treat the physical
result as evidence that JANUS is not limited to digital insertion,
while leaving systematic real-world deployment to future work.

9 Conclusion
We introduce JANUS, a framework for analyzing planning attacks
against multi-task E2E autonomous driving systems. JANUS uses
clean-reference anchoring, a route-conditioned collision objective,
and observable-output preservation constraints to test whether
unsafe trajectories can be induced while observable outputs re-
main close to clean inference. Across GenAD, VAD, and UniAD on
nuScenes, JANUS raises collision and off-road rates under our pri-
mary six-camera digital attack setting. At the same time, the largest
relative drops in detection and map scores are 17.5% and 16.6%,
respectively. These results show that shared latent representations
do not by themselves guarantee consistency between observable

perception and planning: an E2E model can keep clean-looking
observable outputs while still producing an unsafe trajectory.
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Table 7: Cosine similarity between loss gradients of different
heads at the clean input, reported as mean ± SEM.

Model 𝜌 (plan, det) 𝜌 (plan,map) 𝜌 (det,map)
UniAD +0.031 ± 0.009 −0.030 ± 0.008 −0.009 ± 0.006
VAD −0.052 ± 0.024 +0.021 ± 0.020 −0.005 ± 0.013
GenAD +0.006 ± 0.021 +0.030 ± 0.011 +0.062 ± 0.016

A Generative AI Usage
We used OpenAI ChatGPT, Google Gemini and Anthropic Claude to
improve grammar, clarity, concision, and organization.We also used
OpenAI Codex and Anthropic Claude Code for implementation
assistance, including code completion, debugging, and refactoring.
All AI-assisted edits and code changes were reviewed and verified
by the authors for accuracy, originality, and correctness.

B Open Science
We will release an artifact containing the implementation of our
JANUS pipeline for UniAD, VAD, and GenAD. The artifact will
include the attack implementations, evaluation scripts, and con-
figurations for reproducing the main results. The artifact will be
available at https://doi.org/10.6084/m9.figshare.33769768.

C Ethical Considerations
This work studies security weaknesses in end-to-end autonomous
driving systems through adversarial input-space attacks that induce
unsafe planning while preserving observable outputs. The main
stakeholders include system developers, road users, the research
community, and the authors. While the results can support more
rigorous robustness evaluation, monitoring, and defensive design,
the attack methodology may also help adversaries understand how
to manipulate E2E driving systems. We limit this risk by restrict-
ing experiments to public research models and offline evaluation,
without tests on deployed vehicles, commercial systems, public
infrastructure, human subjects, or private data. Our physical-patch
experiment uses controlled offline view replacement and does not
establish real-time or closed-loop attack feasibility. The released
artifact focuses on reproducibility. We conclude that the defensive
value of documenting this vulnerability outweighs the misuse risk
under these constraints.

D Cosine Similarity
Table 7 reports the cosine similarity between input gradients from
the planning, detection, and map heads. For each clean validation
frame, we compute

𝜌 (𝑥) = cos
(∇𝑥L𝐴,∇𝑥L𝐵 ), 𝐴, 𝐵 ∈ {plan, det,map}.

Here, Lplan is the squared norm of the trajectory output. Ldet and
Lmap are the squared norms of the top-20 decoded outputs from
the detection and map heads. We report the mean and standard
error of the mean over clean validation frames.

The results show that all three pairwise similarities are near zero
across three ADSs. For example, the planning-detection similarity
is +0.031 for UniAD, −0.052 for VAD, and +0.006 for GenAD. The
planning-map similarity is also small: −0.030 for UniAD, +0.021 for
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Figure 10: Real-world physical-patch setup and 360◦-to-
nuScenes conversion. The printed patch is captured in an
outdoor scene, and the 360◦ recording is converted into six
virtual camera views for GenAD. Redmarkers indicate rough
attacker positions.

VAD, and +0.030 for GenAD. The detection-map pair follows the
same pattern, with values between −0.009 and +0.062.

These values suggest that the heads do not share a common
dominant input-gradient direction at clean inputs. In other words,
although planning, detection, and map prediction all depend on the
shared latent representation, their first-order responses to input
perturbations are not strongly aligned. This supports the main-
text claim that shared latent features do not automatically force
planning and observable outputs to change together.

This gradient-alignment analysis gives a local view of how the
heads respond to input changes near clean inputs. The near-zero
similarities suggest that planning, detection, and map prediction
are not forced to follow the same input direction at first order. This
helps explain why selective planning disruption is possible.

E Real World Experiment
Figure 10 illustrates the physical-patch setup and six-camera layout.

Offline Temporal State Control. The real-world experiment
uses offline inference to isolate the effect of the captured physi-
cal patch on the current input. GenAD maintains temporal state
across frames, so directly running a separate physical-patch video
would mix several factors: the patch effect, camera-motion differ-
ences, frame alignment errors, and history-state drift. To avoid this
confound, we first run the clean sequence and cache the clean tem-
poral state. During physical-patch evaluation, we restore this clean
temporal state and replace only the selected camera views with cap-
tured physical-patch views. This follows the same clean-reference
design as JANUS: the attacked inference is compared against the
model’s own clean trajectory and clean history, while the controlled
change is the physical patch observed by the camera.
Print-and-Capture Robustness. To improve robustness to the
physical pipeline, we apply EoT transformations during patch opti-
mization. These transformations include bilinear down/up-sampling
with scale sampled from [0.33, 0.75], pixel noise with standard devi-
ation sampled from [2, 8], brightness shift within ±15, and contrast
sampled from [0.85, 1.15]. These transformations approximate the
resolution change, camera noise, lighting change, and reprojection
effects introduced by printing, camera capture, and conversion into
virtual camera views.
Offline View Replacement. After printing the optimized patch,
we record a second outdoor sequence in which the physical patch
is visible. We then evaluate the patch through offline view re-
placement. For the representative result in Figure 9, we replace
CAM_FRONT, CAM_BACK, and CAM_BACK_LEFT in the clean
temporal context with physical-patch views captured by the real
camera. The other views remain clean. This protocol keeps the
temporal context controlled while testing whether a printed patch
observed by the real camera can still change the GenAD plan.
Observable Outputs. The real-world sequence lacks nuScenes-
style ground-truth labels, so we do not report NDS or map mAP
for this experiment. Instead, Figure 9 provides a qualitative check
by overlaying the changed trajectory with the clean detection and
map context. For the representative frame, the number of decoded
detections above confidence 0.3 changes from 7 in the clean input
to 5 after physical-patch replacement, while the number of decoded
map elements above confidence 0.4 remains 3 in both cases. We
therefore use this result only as qualitative support for the main
observation that the visible effect is concentrated on planning.
Additional One-Frame Variants. We tested a few one-frame
replacement variants during development. Their endpoint shifts
ranged from about 0.20 m to 2.40 m. Because these variants are not
sampled systematically across scenes, distances, lighting conditions,
or viewpoints, we do not report them as a success rate. Themain text
therefore reports only the representative frame shown in Figure 9.
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